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Cryptography, Network Security and Cyber Law

Time: 3 hrs. ;

Note: Answer any FIVE full questions, choosing ONE full question from eq
Module-1
1 a. Describe the types of Vulnerabilities to domain of secunty.
b. List the guiding principles of secunty.

¢. Write the extended Euclidean algorithm, with an example.

OR

2 a. Calculate the value of x using Chinese remainder theorem by
N=210 . m=5, ma=6, m;=7 , =3 ., 2= L

b. Explain the Vigenere Cipher and the Hill Cipher techniques

¢. With neal diagram. explain Fiestel structure

Module-2
3 a. [llustrate the RSA algorithm for encryption ap

b. Briefly explain the practical issues of RSA
¢. List the properties of the cryptographic has

4 a. Discussthe casc study : SHA - 1.
b. Explain the Man - In — the Mid
diagram.

5 a. lixplain the diflferent Publid sfiucture (PKI) architectures.
b. Describe the Mutual a a shared secret.

6 a Explain the Kerberos ¢ sequence with diagram.
b. Describe the IP ¢
transport mode.

¢. Explain Se r(SSL) hand shake protocol.

Module-4

n and Master Session Key exchange n 802111
worm characternstics.

ctionality and Proxy fire wall.

OR
on Intrusion Detection Svstem (1DS).
b. Explain th&types of Intrusion Detection System.
Briefly explain the Technologies for Web Services.

Module-5
-xplain Digital Signature Certificates.,
escribe the duties of Subscribers.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8 = 50, will be weated as malpractice.

ant Note : 1. On completing vour answers, compulsorily draw diagonal cross lines on the remaining blank pages.

OR
List any eight functions of the Controller.

Briefly explain Penalties and Adjudication in I'T Aet.
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