50, will be treated as malpractice.

@6§§;ﬁqes on the remaining blank pages.

Any revealing of identification, appeal to evaluator and /or egimlions written eg, 42+8

Important Note : 1. On conipleting your answers, compulserily draw diagonal
2

USN 15CS61

Time: 3 hrs. Max. Marks: 80

Note: Ansﬁfi'i:ar_ gny FIVE full questions, choosing
., ONE full question from each module.

Module-1

1 a. Listand explam 48 various types of vulnerabilities with common cyber attacks. (08 Marks)
b. Encrypt th&pimﬁtext “CRYPTOGRAPHY” using hill cipher technique with key matrix

\A\ o

(08 Marks)

OR
Distinguish between :
- i) Confusion and diffusion ciphers ol
' ii) Block cipher and stream ciphers. - (08 Marks)
b. With a neat schematic, explain the single round of DES encryption model i (08 Marks)
Module-2

3 a InaRSAsystem,itisgivenp=3,q=11Lf=7andM= 5 rt““\f(.i’t"ﬁe cipher text *C" and also
find message ‘m’ from decryption. (08 Marks)

b. Define Hash function. Explain the construction of genenc cryptographlc Hash. (08 Marks)

OR .~

4 a. With a neat sketch, explain the proce 5§ of computmg Hash function using SHA — 1
algorithm. N (08 Marks)
b. Explain the working of Diffi e—HelIman kuy exchange protocol. (08 Marks)

i Module-3
5 2  What is digital certlﬁcate‘?gl:,k"[))'lain the X:509 digital certificate format. (08 Marks)
b. Distinguish shared\'c:met—based authentication and Asymmetric key—based authentication
(08 Marks)

OR

6 a. ASSl.Il"le z‘r‘cilent ‘C” wants to communicate with server ‘S’ using Kerberos protocol. How
can’ it; bE achieved? (08 Marks)
b. w‘\’\/l’tﬁtt\ is secure socket layer? Explain SSL. Handshake protocol. (08 Marks)
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7 a. What is intrusion detection system (1DS)? E: piauﬁ different types of IDS. (06 Marks)
b. Explain how 802.11i provides message cf(?zk fidentiality and integrity. (06 Marks)
¢. Explain the characteristics of virus and worm (04 Marks)
Aty OR
8 a.  Whatis WS-security? Explain the various types of WS — security. (06 Marks)
b. Explain the preventio and detection methods on DDOS attack. (06 Marks)
¢. List and explain art two ”technologles used for web services. (04 Marks)
'\\7
JRRNRS Module-5
9 a. List iin'd“éiplain the objectives and scope of IT Act. (08 Marks) "
b.  Explain the process of issuing digital signature certificate and revocation of digital signatufe
e rtificate by a certifying authority. (08 Marks)”
RPNy OR
. /40 a. Explain the various offences and punishments on cyber crime. sy (08 Marks)
) b. Explain the process of attribution, acknowledgment and dispatch of elect“romd'records
(08 Miarks)
* % F ok ok
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